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ABSTRACT 



1 



certificate fo said • 

relevant information included i tofSlSte Sta " dard pancni Md <"» 

from sad plurality „f biometrie r^^SSSt^^T" *?' re » slrati °" 
seardung and transmitting the certificate of the <S"inld, t toside ' ^ 

certificate from said plurality of biomari- rSl?, P g " Bor upon a ""l™*' &r the 
to communicate by cS^^S^^ZST' <"« enables 

authentication authority, and thereby aTn£ It i *° "^"ton systems wift mc 
possible by resolWngV tZj2i£T SSST ST don "V be 

bioraetnc recognition system and the difficulty tern ^25 C "fc™"*™ P« 

encrypting a public key unieulty from storing a private key in a method for 

Brief description of the drawings 

X~Son. f 8 USCT «— -™g hiometric information 

Kg. 2 is a detailed construction diagram of a biometric recogmtion system of said Fig. , . 
Fig 3 is a detailed conduction diagram of the authentication authority of said Fig , . 

^^^ESS**' regiS,ra,i0n to «" authentication 

XtaXX'SSS^T^ Pr0Ced ° re to «- biometric 

aUthenta,i<>n « *e authentieation 

fnv g ention a *"* ^ - "omctric information used in the preset 

Expiation of the reference unmoral reading the main par, of the drawing, 



101-103: Biometric recognition system 
104: Network 
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105: Authentication authority 
Claims 



1 - A user authentication system using biometric information, comprisin E ' 

a plurality of biometric recognition systems generatins a standard n,» m >, 
collecting biometric information from a user at the reciL,H™ 1™ .J P by 
with me relevant information necessahi for 2c ^K. ^ 8 re « isttalion 
interpreting the certificate a, me miS^^^S^XSSSl T 
using the standard pattern and the relevant mformafion faclSIn me * 

biometric recognition systems; and ^ & ° m Sa,d P 1 ™^ of 

a network that enables to communicate by connecting ^i<i „i lira i;H * v 
recognition systems with the authentication authority 5 * 

a database tor storing certificates- 

^»:zsKX- , 32: 11,6 *~* - *— 

the user^ Sntf atr^TT 8 '■ & ' "» ■*»*-*» resu,, by 

from^neLrutS- ^ ' rgeC,,0n by "» decisi °" ^0™"°- obtained 

a certificates inspection and interpretation block for performine a functinn nf 
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r«f«^ d nC,W ° rk ""^ **■ *- « authority on the 

a first step of receiving identifier, necessary information and biometric infonnation bv 

5*5 3 — wh0 wishes '° ^ *• "iometric infonnation a, SJSTrflSSto 
of biometnc recognition systems; pwrauiy 

usine a ^eTet^Tn^ gCnerating ^ ""^ PattCm fr ° m Said biometric information by 
using a pre-determined processing information; 

™K- a - third -? teP ° f g f cratin S a request message of registering the certificate bv 
coining sa,d generated standard pattern, said processing information, the comparison 
^formation and he decision information, and transmitting the request mTsaee of 
registering the certificate to the authentication authority; q messa S e ot 

a fourth step of generating the certificate according to a certificate format bv asm* 
sa.d region request message received from the authentication authority * * 

a iiftn step of checking whether or not there is a user by searching a'database of ™A 

eeSf ° n T° d \ Per [ 0min8 n6W or ^ditional region of mc 

certificate according to the checking result, and traasmitting to the checking result to the 
biomctnc recognition system requesting the registration; and g 

registra^S & ^ "** * ^ ~g said 

biol^ 6 ^ of J*& st f*& the certificate in the user authentication system using the 
biometnc information of Claim 4, wherein the work of said first .ten to third^L i! 

cSaTe 2641 ^ bCin8 Perf0mied " * e bi ° metric -^-i V^Xl 

6 The method of registering the certificate in the user authentication system using the 
biometnc information of Claim 4, wherein if there is a user in said fifth step Z 

information and the standard patter to the existing certificates. em companson 

l^SJ^S mcthod of lhe uscr authcntication system using the bioraetric 

a first step of requesting the certificate to the authentication authority bv receiving *V 
information about a subject to be authenticated from the user in the ftSSe ^ 

a second step of searching the certificate in the database on the renuest fnr 

step 311(1 transmittin8 *• corresponding 

said bion^^^ ^ inteipretati0n ° n Ae - rtificates in 

deci^o^t^I? ° f "fi? 8 thC P ro ? eSSin8 infonnation > comparison infonnation, the 
decision information and the standard pattern based on the result interpreted in said titird 
step, and receiving the biometric information from the user by input- 

fourth 3 ^^ ° f eXtraCting V 6St Pattem ™" g ** P rocess W information set in said 
fourth step and companng said standard pattern and the test pattern by using said 
companson information; y y 8 iaia 

a sixth step of performing the decision procedure regarding the comparison result of 
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said fifth step by using said dscision information; and 

said skftstep* ^ ° f aPPf0Ving ° f ^' eCting thC USer aCC ° rding tD decision resu * of 

8. The user authentication method of the user authentication system using the biometric 
mfonnataon of Claim 7, wherein if there is no certificate requested by tie WT2d 
database or an error occurs in searching the certificate in said second Ttep me 
corresponding error message is transmitted to said biometric recognition system. 

Drawings 

101: Biometric recognition system 1 
102: Biometric recognition system 2 
103: Biometric recognition system N 
104: Network 

1 05: Authentication authority 

201 : Biometric information collecting device 

202: Characteristic extraction 

203: Pattern comparison 

204: Decision 

205: Generating verification information 

206: Network interface device 

207: Certificates inspection and interpretation 

301 : Network interface device 

302: Certificates generation 

303: Certificates management 
304: Database 
400: Start 

401 : Receiving user information 

402: Receiving biometric information 

403: Loading process information 

404: Extracting a standard pattern 

405: Generating a registration request message 

406: Requesting a registration to verification authority 

407: Receiving a registration result 

408: Outputting the result to user 

490: End 

500: Start 

501 : Receiving a registration request 

502: Generating certificate 

503: Searching database 

504: Does a user exist? 

505: Registering a new certificate 

506: Transmitting a result message 

507: Registering an additional certificate 

590: End 

600: Start 

601 : Receiving user information 

602: Requesting certificate to an Process information authority 
603: Receiving a request result 
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604: Is it succeeded? 

605: Inspecting and interpreting a certificate 
606: Setting the process information 

Setting the comparison information 

Setting the decision information 
607: Setting a standard pattern 
608: Receiving a biometric information 
609: Extracting characteristics 
610: Pattern comparison 
611: Decision 

612: Is authentication succeeded? 

613: Approval of user 

614: Rejection of user 

616: Outputting an error 

690: End 

700: Start 

701 : Receiving a certificate request 

™ ? Xtr ^ tin e ! he ™» information and a biometric recognition type 
703: Searching database 

704: Is search succeeded? 

705: Transmitting certificate 

706: Transmitting an error 

790: End 

801 : Certificate format version 
802: Certificate serial number 

803: Signature algorithm about an authentication authority 
804: Authentication authority name 
805 : Term of validity 
806: User name 

807: Biometric recognition type 
808: User biometric information 
809: Process information 
810: Comparison information 
811: Decision information 
812: Electronic signature 
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